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Abstract - This manuscript presents a practical
implementation and integration case study of a modular
Internet of Things (IoT) monitoring architecture based
on widely adopted open-source technologies.  The
system is structured into four functional layers, Broker,
Processing, Storage, and Visualization, organizing
the end-to-end data flow from sensor acquisition
to dashboard representation. The architecture was
implemented using an ESP32 device with environmental
sensors, MQTT communication, Node-RED middleware,
InfluxDB Cloud for time-series storage, and Grafana
for visualization. The objective of this study is not to
propose a novel architectural paradigm, but to provide
a clear and reproducible reference implementation that
illustrates how these components can be coherently
integrated into a modular workflow. The experimental
deployment confirms the functional consistency of the
layered organization and demonstrates its applicability
in small-scale IoT monitoring scenarios.

Keywords — 10T, modular architecture, MQTT, Node-
RED, InfluxDB, Grafana

Recebido em: 19/03/2026
Revisado em: 17/06/2026
Aprovado em: 01/07/2026

1 INTRODUCTION

The Internet of Things (IoT) has expanded significantly
in recent years, supporting applications that range from
smart homes and industrial automation to healthcare and
environmental monitoring (Fig. 1) [1]. In general, IoT
devices combine sensors, actuators, and communication
modules, enabling them to collect data from their
surroundings and exchange information through networked
systems [2].

Microcontrollers such as the ESP32 have become popular in
IoT prototypes due to their low cost, built-in connectivity,
and ease of use, attributes that make them suitable for small-
scale deployments and rapid development [3]. Despite the
availability of versatile hardware, the practical integration
of IoT systems into coherent and maintainable architectures
remains a common challenge. Devices are frequently
assembled in ad hoc configurations, which may complicate
interoperability and long-term maintainability [4].

Some works have attempted to mitigate these limitations.
For instance, [5] proposed a real-time monitoring system that
integrates environmental data from classrooms, study rooms,
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Fig. 1. Common IoT devices used in various applications.

and other campus facilities. Their approach demonstrates
how heterogeneous IoT devices can be orchestrated to
support both operational decision-making and analytical
tasks in large-scale educational environments.

Beyond the challenges of integration, IoT deployments rely
on diverse communication protocols. As noted in [6],
supporting multiple protocols, such as MQTT, HTTP, and
TCP, requires balancing bandwidth, latency, and reliability
constraints. MQTT, in particular, has gained relevance
because of its lightweight design, low overhead, built-in
publish/subscribe model, and suitability for intermittent or
resource-constrained devices.

Complementary technologies have also matured around
these communication protocols. MQTT brokers facilitate
message routing among heterogeneous clients; tools like
Node-RED simplify the creation of processing flows;
and databases such as MongoDB, NoSQL solutions, and
time-series platforms like InfluxDB provide structured
mechanisms for storing high-frequency data. Visualization
tools, including Grafana and Kibana, help close the loop
by offering dashboards that support real-time analysis of the
collected information [7].

Layered architectures are widely adopted in IoT
systems to separate concerns related to data acquisition,
communication, processing, and application services. Rather
than proposing a new architectural paradigm, this work
presents a practical implementation and integration case
study of a modular IoT monitoring architecture structured
into four functional layers: Broker, Processing, Storage, and
Visualization. The objective is to demonstrate how widely
adopted open-source technologies can be arranged into a
coherent workflow that supports transparent data flow from
sensor acquisition to dashboard visualization. The focus of
this study is on architectural clarity, interoperability between
layers, and reproducibility of the integration process, rather
than on large-scale performance benchmarking or formal
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architectural innovation.

The remainder of this paper is structured as follows.
Section 2 introduces the modular IoT framework; Section 3
describes its implementation in a practical test scenario;
and Section 4 summarizes the main findings and outlines
directions for future evaluation.

2 MODULAR ARCHITECTURE
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Fig. 2. A Modular Architecture for IoT Devices.

Fig. 2 illustrates the modular architecture for IoT monitoring
and data processing. The architecture is composed of four
main layers: (i) Broker Layer, (ii) Processing Layer, (iii)
Storage Layer, and (iv) Visualization Layer. Each layer
is responsible for specific functionalities within the IoT
ecosystem, ensuring efficient data flow and management
from device communication to data visualization.

2.1 BROKER

The Broker Layer manages the communication between
IoT devices and the central system, acting as the first
point where data produced by sensors and actuators is
received and organized. In practice, this layer handles
the ingestion of messages from different devices and
ensures that the information is forwarded to the appropriate
destinations. Typical components include message brokers,
parsers, and protocol translators. Because IoT deployments
often rely on multiple communication standards, the broker
must support protocols such as MQTT, CoAP, and HTTP
to accommodate devices with different capabilities and
communication requirements [8].
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Fig. 3. Broker Layer.

Fig. 3 illustrates an example of how this layer is typically
organized. On the left, various IoT devices publish data
according to their own communication constraints. At the
center of the diagram, the broker receives these messages and
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arranges them into hierarchical topics, which helps structure
the information and maintain an organized flow. On the
right, several clients act as subscribers and receive only the
topics they are interested in, allowing different applications
or services to consume the same data stream independently.

Beyond routing messages, modern brokers incorporate
mechanisms that help maintain reliable communication even
under changing network conditions. These include managing
the sessions of devices that may temporarily disconnect,
retaining messages so late subscribers can access the most
recent values, and routing topics hierarchically to simplify
data organization. Brokers also use persistent queues and
buffering strategies to avoid data loss during periods of
instability. In distributed or clustered configurations, they
may synchronize session states and replicate topics across
nodes, improving service continuity and overall system
resilience [9].

2.2 PROCESSING LAYER

The Processing Layer is responsible for handling the data
received from the Broker Layer and preparing it for storage.
At this stage, the system must filter, normalize, and
reorganize the information so that it can be used consistently
by downstream components. To support these tasks, a
middleware solution is adopted to coordinate the processing
flows and manage how data moves through the architecture.
The middleware offers a modular environment in which
workflows are built by connecting functional blocks, each
one performing a specific operation such as receiving MQTT
messages, checking the validity of the payload, transforming
formats, or forwarding results to other services. This
approach provides a practical way to integrate IoT devices,
web services, and heterogeneous data sources within the
same framework [10].

In the implementation used in this work, the middleware
subscribes to the topics managed by the broker and receives
the incoming messages directly from the sensor node. The
processing blocks interpret the payloads, extract the relevant
fields, discard inconsistent readings, and reorganize the data
into a structured format, commonly a JSON object. This
pre-processing step ensures that the information is consistent
with the requirements of the system and can be transferred
without friction to the storage layer, including time-series
databases that rely on clean and well-defined structures [11].
Because it operates between the device layer and the storage
solutions, the Processing Layer functions as an integration
hub. It is here that the logic governing data handling is
effectively implemented through the connections between
input, transformation, and output components [13]. This
positioning allows the middleware to absorb differences
in protocols and formats, providing a single point where
data can be translated, normalized, or enriched before
moving forward. As a result, applications that consume the
processed data are not tied to device-specific constraints or
communication details [14].

Another advantage of adopting modular processing blocks
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Fig. 4. IoT overview based on middleware [12].

is maintainability. Individual functions can be modified
or extended without disrupting the remaining workflow,
which makes it easier to include new filtering operations,
add additional services, or alter the behavior of existing
components. This contributes to the scalability of the
system, allowing the architecture to evolve naturally as new
requirements emerge [12],[15].

Fig. 4 shows an example of a multi-layer IoT architecture
in which heterogeneous sensors send their data to a
middleware layer. This layer coordinates the interaction
among applications that support various services, such as
home automation, traffic management, and environmental
monitoring.

2.3 STORAGE LAYER

The Storage Layer is responsible for keeping the processed
data organized and accessible so that it can be used reliably
by the rest of the system. In IoT applications, sensor readings
typically form time-series data, which demands storage
solutions capable of handling frequent writes, applying
retention rules, and supporting time-based queries. For
this reason, databases designed specifically for time-series
information, as well as scalable NoSQL systems, are
commonly adopted in these scenarios [16].

In the architecture used here, the Storage Layer follows a
hierarchical structure that helps organize the data according
to its characteristics and expected retention period. At
the top level, containers group datasets that share similar
storage rules. Inside each container, the data is arranged
in measurement structures, conceptually similar to tables in
relational databases, that bring together readings of the same
type, such as temperature or humidity [17].

Each data point stored in the system includes a timestamp
and two categories of information: tags and fields. Tags
are indexed key—value pairs that describe metadata such as
the originating device or its location, while fields store the
measurement values themselves and are not indexed. This
separation, illustrated in Fig. 5, allows the database to filter
data efficiently based on metadata while still supporting
the storage of large volumes of continuous sensor readings
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Area Q Ii e " 1 e 0 "
Home raffic Environment location": Factory A
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loT Middleware for Cooperative Interaction of Things ] "temperature": 72.4
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Fig. 5. Time-series databases for IoT [18].

[19]. Through this structure, the Storage Layer becomes the
central repository for all recorded information and provides
the foundation on which visualization tools can explore real-
time behavior or analyze long-term trends.

Another important role of this layer is to ensure that data
is preserved even when the system experiences unstable
conditions. IoT deployments often face intermittent
connectivity, device failures, or changes in data rates.
To maintain consistency, the storage system relies on
mechanisms such as write-ahead logging, replication across
multiple nodes, and periodic snapshots, which help prevent
data loss and keep the system operational under adverse
circumstances [20].

Besides supporting durability, the Storage Layer also enables
efficient analytical processing. By storing data in a time-
structured format enriched with metadata, it allows upper
layers to perform tasks such as aggregation, windowing,
anomaly detection, and pattern analysis with minimal
overhead. This organization benefits both real-time and batch
processing and supports the integration of statistical models
and machine learning techniques. Consequently, the Storage
Layer serves not only as a repository but as a key component
for generating insights and guiding data-driven decisions
throughout the system [21], [22].

2.4 VISUALIZATION LAYER

The Visualization Layer provides the tools through which
users can examine and interact with the information stored
in the system. Its purpose is to convert processed data into
interpretable views such as dashboards, analytical panels,
and real-time displays that help users follow the behavior of
the monitored environment [23]. Fig. 6 illustrates an example
of visualization resources implemented using Grafana.

In the architecture, this layer constitutes the final stage of
the data path. Once the information has been collected,
processed, and stored, visualization tools transform time-
series metrics into actionable insights through elements such
as line charts, gauges, and summary tables. Because the data
is retrieved directly from the Storage Layer, the dashboards
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Fig. 6. Sample of resources in the Visualization Layer using Grafana [24].

reflect both real-time system activity and long-term trends
without requiring modifications to earlier processing stages.
The importance of visualization in IoT systems extends
well beyond displaying raw measurements.  According
to [23], it is a central component of the visual analytics
pipeline, enabling the exploration of heterogeneous and high-
volume data through interactive representations that reveal
patterns, correlations, and anomalies that may not be evident
otherwise. Their survey highlights that effective dashboards
should support real-time updates, contextual filtering, and
multiple visualization modes tailored to the characteristics
of the underlying data. This aligns with the design adopted
in our architecture, where Grafana dashboards provide
both operational awareness and historical analysis of sensor
readings.

Challenges become more pronounced in large IoT
deployments, where thousands of data streams may
exhibit highly diverse rates and behaviors. As discussed
by [25], traditional broker consoles and generic dashboards
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often fail to provide meaningful situational awareness
in such settings. Their work demonstrates that effective
visualization at scale requires real-time responsiveness,
aggregation of hierarchical streams, and inspection
tools capable of exposing connectivity issues, latency
spikes, or malformed payloads “at a glance.” These
requirements reinforce the relevance of adopting a platform
capable of correlating environmental measurements with
communication indicators, as implemented in this work
through Grafana panels that simultaneously display sensor
data and Wi-Fi signal strength.

Visualization also plays a critical role in industrial
and large-scale IoT environments. [26] emphasize that
dashboards must support different user profiles,ranging from
technicians monitoring equipment conditions to managers
assessing operational KPIs, while providing responsive and
adaptable interfaces. Their platform illustrates how Grafana
can consolidate operational metrics, energy consumption,
predictive analytics, and anomaly detection results into
multi-tier dashboards tailored to distinct decision-making
needs. This perspective strengthens the motivation for
employing flexible visualization tools capable of evolving
alongside system requirements.

Common dashboard features such as time-range selection,
metadata-based filters, and automatic updates help users
explore the data from multiple viewpoints, identify
irregularities, and compare variables under different
conditions. These interactions assist in detecting
performance deviations or contextual anomalies that
are not immediately visible from raw time-series values.

By closing the loop between acquisition and interpretation,
the Visualization Layer enables informed assessments of the
monitored environment. The ability to share dashboards
among multiple users also encourages collaborative analysis,
allowing teams to annotate findings, compare observations,
and coordinate responses in operational and supervisory
contexts.

Finally, because the visualization tools operate
independently of the lower layers, new graphical components
or domain-specific widgets can be introduced without
altering the underlying architecture. As noted in [27],
real-time visualization is essential for detecting deviations
promptly, and the integration of Grafana with time-series
databases such as InfluxDB enhances the capacity to
manage and analyze large volumes of IoT data efficiently.
This combination supports interactive dashboards capable
of revealing trends and anomalies across different time
scales [28].

2.5 INTEGRATION

The architecture is organized into a set of layers that operate
together to sustain the full data flow of an IoT system, as
shown in Fig. 7. Although each layer has a specific role, they
remain loosely coupled so that changes in one component
do not require adjustments in the others. This structure helps
maintain clarity in the design and supports the scalability and
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Fig. 7. Layer Integration in IoT Architecture.

The process begins in the Broker Layer, which acts as
the central communication point. Devices publish their
measurements to predefined topics, and the broker distributes
these messages to any component that has subscribed to
them. This publish/subscribe model separates producers
from consumers and makes it easier for multiple services to
access the same data stream without direct connections.
Once the data reaches the Processing Layer, it is interpreted
and reorganized. The middleware subscribed to the broker
topics applies operations such as filtering, format conversion,
validation, and the inclusion of contextual metadata. Because
these tasks are implemented through modular components,
the processing workflow can be adapted or expanded without
affecting how devices communicate or how data is stored.
After processing, the information is forwarded to the Storage
Layer, where it is kept in a structured form that supports
time-based queries and long-term retention. This layer
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handles the durability mechanisms and indexing strategies
required to preserve data reliably, serving as the repository
used by analytical tools and monitoring services.

The final stage occurs in the Visualization Layer, which
retrieves the stored measurements and displays them through
dashboards or analytical panels. Since the visualization tools
interact directly with the data repository, users can explore
both recent activity and historical patterns without needing
to adjust the underlying processing logic. Configurable
elements such as time selectors and filters help adapt the
visual output to different needs.

Altogether, the four layers form a coherent workflow
in which data moves from acquisition to interpretation
in a structured way. The separation of responsibilities
simplifies maintenance and allows different technologies to
be integrated without compromising the overall system. This
organization supports an architecture that can be expanded,
reorganized, or adapted as new requirements emerge.

3 METHODOLOGY AND APPLICATION

The modular architecture was evaluated in practice through
an environmental monitoring experiment that measured
temperature and humidity. This evaluation validated the
end-to-end data flow and the functional integration of the
proposed layers, demonstrating how the components interact
coherently and how data is reliably propagated throughout
the system. The focus of the evaluation was on architectural
consistency and interoperability rather than on quantitative
performance benchmarking.

3.1 EVALUATION SCHEME

The system was built around an ESP32 connected to the local
Wi-Fi network and equipped with a DHT11 temperature
and humidity sensor (Fig. 8). With this setup, the device
periodically sent measurements to a locally installed MQTT
broker, enabling continuous monitoring of the environment.

Fig. 8. Evaluation scheme used in the environmental monitoring test.

3.2 BROKER LAYER

The Broker Layer receives the sensor readings published by
the ESP32 and forwards them to the remaining components
of the architecture. Communication is managed through an
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MQTT broker hosted on HiveMQ Cloud, which serves as
the system’s entry point by organizing and routing incoming
messages. In the prototype, the ESP32 equipped with a
DHTI11 sensor connects to the local Wi-Fi network and
periodically sends temperature and humidity values to the
topic "casa/quarto/dht_clima". The connection parameters
used in the application: server address, user credentials, port,
and topic configuration, are shown in Fig. 9. This setup
provides a lightweight and reliable mechanism for validating
the architecture’s end-to-end data flow.

* MQTT_SERVIDOR =

* MQTT_SENHA

* MQTT_TOPICO = "

Fig. 9. HiveMQ Cloud configuration used in the Broker Layer.

3.3 PROCESSING LAYER

In the Processing Layer, the middleware was implemented
using Node-RED (Fig. 10). In this configuration, Node-
RED subscribed to the MQTT topic published by the ESP32
and handled the messages as they arrived. The first node in
the flow was the MQTT input block, which forwarded each
message to a function node responsible for structuring the
payload.

Raid

DHT11 -> HiveMQ Cioud
[

Generate paylaad

InflueDE Cloud

Fig. 10. Processing Layer flow implemented in Node-RED.

At this stage, the measurements were organized into a
JSON object containing temperature, humidity, and the
Wi-Fi signal strength. Additional metadata, such as the
measurement name used in the database and the timestamp,
was also inserted. For debugging purposes, the messages
could be routed in parallel to a debug node, which helped
verify the data during implementation.

The processing flow performed the following tasks:

e filtering and validating incoming messages;

e converting the raw payload into a structured JSON
format;

e adding metadata such as device identifier and location;

* forwarding the normalized data to the database.

An example of a structured payload generated by the
middleware is shown below:

Arruda & Sousa

"temperature": 25,
"humidity": 71,
"wifi_rssi": -51
}’
"qos": "0",
"retain": false,
"_msgid": "bf9ce88ebeeeabd3",
"measurement": "room_environment",
"timestamp": 17643116943
}

3.4 STORAGE LAYER

After processing, the data was sent to the Storage Layer,
implemented using InfluxDB Cloud. Each record was

inserted into the room_environment measurement, which
stored the temperature, humidity, and Wi-Fi signal strength
fields together with the timestamp created in Node-RED.
Fig. 11 shows a portion of the stored time series obtained
through an SQL query, illustrating the continuity of the
readings over time.

Fig. 11. Stored environmental data in InfluxDB Cloud.

3.5 VISUALIZATION LAYER

In the Visualization Layer, the data stored in InfluxDB was
accessed directly by a Grafana dashboard. This dashboard
displayed the evolution of temperature and humidity using
time-series graphs, allowing the behavior of the monitored
environment to be observed in real time. Figure 12 shows
the configured panel.

A separate panel was included to display the Wi-Fi Signal
Strength, which made it possible to relate signal variations to
the continuity of the received measurements.

Fig. 12. Visualization Layer with Grafana dashboard.

3.6 LIMITATIONS

{
"topic": "casa/quarto/dht_clima", Although the proposed architecture was validated through
"package": { a functional deployment, this study presents certain
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limitations. First, the evaluation was conducted in a small-
scale experimental environment involving a single ESP32
node and a limited number of data streams. Consequently,
the results do not characterize system behavior under high-
load or large-scale deployment conditions.

Second, no formal quantitative benchmarking was performed
to measure metrics such as end-to-end latency, throughput
under stress, or broker performance under varying
publication rates. The validation focused primarily on
verifying architectural coherence and interoperability
between layers.

Third, security aspects such as authentication mechanisms,
encryption policies, and resilience against malicious traffic
were not explicitly evaluated. While the adopted
technologies provide built-in security capabilities, their
configuration and performance impact were outside the
scope of this work.

Finally, the system relies partially on cloud-based
services, which may introduce dependencies related to
network availability and service-level agreements. Future
investigations may extend this study by incorporating stress
testing, security analysis, and comparative benchmarking
across alternative architectural configurations.

4 CONCLUSION

This work presented a practical implementation of a modular
IoT monitoring architecture organized into four layers:
Broker, Processing, Storage, and Visualization. The
prototype, based on an ESP32 and supported by Node-
RED, InfluxDB Cloud, and Grafana, enabled observation
of component interaction and end-to-end data flow from
acquisition to visualization.

The experimental deployment demonstrated that the layered
organization supports coherent interaction throughout the
data flow. The broker ensured reliable communication, the
middleware structured and enriched incoming messages, the
storage layer preserved time-series data consistently, and
the visualization tools provided clear monitoring insights.
Together, these elements show that the modular organization
facilitates the integration of heterogeneous devices in small-
scale IoT scenarios.

Future extensions may include quantitative evaluation
under higher publication rates, analysis of communication
latency, and assessment of security configurations in more
demanding deployment scenarios.
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